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ABSTRACT

The market for invoice financing has been steadily growing in the
last few years and has been the third financing market in size in
2016. Most solutions in this field are based on private platforms and
even the new proposals based on blockchain are mostly adopting
a private, permissioned blockchain. In this paper, we propose an
idea based on a public blockchain that allows both fully open and
group-restricted auctioning of invoices. Furthermore, our proposal
introduces a reputation system that is based on the past behavior
of entities, as it is photographed by the public blockchain, to allow
insurance companies modulate the cost of the insurance contracts
they offer. This combination guarantees the complete transparency
and tamperproof-ness of a public blockchain, while it allows reduc-
ing insurance costs and fraud possibilities.
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1 INTRODUCTION

Companies work hard to ensure economic liquidity and maintain
steady cash-flow, that said, those important factors are seriously
affected by the long invoicing due dates which represent a big
challenge, especially for small to medium enterprises (SMEs). In
order to overcome this issue companies make use of different forms
of invoice financing such as factoring. This type of financing enables
businesses to cash-in invoices before their due date. The process
of factoring can be described as follows: an SME sells the invoice
to a factoring company which is often a financial institution for a
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pre-agreed percentage of the invoice amount, the buyer then pays
the factoring company the full invoice amount on the due date.
While this helps the SME solve the cash-flow issues, it exposes the
factoring companies to serious fraud risks mainly because of the
lack of communication among themselves. In fact, a well known
fraud risk in factoring is double financing, where the SME sells the
same invoice to more than one financial institution. The buyer will
naturally pay the invoice once, paying only one institution and
leaving the rest unpaid. Another considerable risk is represented
by a situation where the buyer refuses to pay as agreed on the due
date of the invoice. One of the main reasons that leads to this is the
fact that a financial institution does not have a direct relationship
with the buyer and relies only on the information provided by the
seller, in our example the SME.

One potential solution to the double financing problem is an
invoice financing platform hosted on a centralized database where
all the potential invoice-buyers can verify whether the invoice
has been already funded or is still available. However, centralized
systems can be expensive, they are a single point of failure, and they
are prone to privacy infringement, data manipulation and attacks
which may make them unreliable and untrustworthy. Luckily, with
the emergence of blockchain technology and smart contracts, we
no longer have to rely on centralized systems. Blockchain may be
used to implement an immutable, trusted, and decentralized ledger
[6] that relies on a consensus algorithm to decide which data is
appended [13].

In this paper, we propose an invoice financing solution through
auctioning based on InterPlanetary File System (IPFS) [2] and
Ethereum blockchain [16]. The invoice data is stored on the IPFS
while its corresponding IPFS hash is stored into a blockchain smart
contract in order to ensure integrity, traceability and authenticity
of the invoice. Moreover, the proposed solution uses a reputation
system which contributes to reduce the fraud risks. The rest of this
paper is structured as follows: In Section 2 we introduce the invoice
financing solution; in Section 3 we describe the frauds scenario
and countermeasures; in Section 4 we present related work. Finally,
Section 5 concludes this paper.

2 THE PROPOSED INVOICE FINANCING
SOLUTION

2.1 System overview

In this paper, we propose a prototype of an invoice financing plat-
form for SME based on InterPlanary File System (i.e., IPFS), reputa-
tion profiles, and smart contracts hosted on Ethereum blockchain.
Every function call that modifies the blockchain state or smart con-
tract executed on the Ethereum blockchain requires Gas [1]. Gas
is a unit that is used to calculate the amount of fees that need to
be paid to the network in order to execute an operation. Since the
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invoice data are very sensitive and storing this data directly in the
blockchain is very expensive, we do not plan to store the whole
invoice inside the blockchain. On the contrary, we propose to use
IPFS to store these data in a decentralized, distributed manner that
is publicly and globally accessible through the use of IPFS hashes.
At the same time, to control access to the data, we encrypt the IPFS
hash with the authorized investors public keys and store only these
into a smart contract. Thus, any modification of the invoice content
would change the IPFS hash, and would then not match the hash
stored within the smart contract. The confidentiality of invoice data
is ensured because only the authorized investors will be able to
access it using their private keys.
The main components of our platform are:

e a smart contract hosted on the Ethereum blockchain,
o the Ethereum client,

e IPFS,

e a web app.

The web app provides a graphical user interface for the Ethereum
client, which in turn interacts with the smart contract on the
Ethereum blockchain. The roles of the participants can be sum-
marized as follows:

Seller: is a company that has the goods to be packaged and
transferred to the buyer and it is looking to improve its cash flow
by creating a smart contract capable of selling the invoice to one
of the investors enrolled in the platform through an auction. This
kind of company is usually an SME.

Buyer: is a company that would like to purchase the goods from
the seller by paying the shipping amount on delivery and benefits
from the delayed payment of the full invoice amount (i.e., the price
of goods plus taxes).

Authorized investor: is a person or a financial institution that
is allowed to participate in the auction to buy the invoice at a price
lower than its real value to gain a profit.

Insurance: is responsible to reimburse the authorized investor
in case the buyer refuses to pay.

Unlike the traditional financing model, our platform does not
limit the factoring service to banks and financial companies. Any
investor can subscribe to the web app and make an offer to partic-
ipate in the auction of an invoice. The highest offer made by an
authorized investor that satisfies the minimum requested amount
wins the auction once the bidding time has expired. This enables
the SMEs to invite a large number of investors around the world
and get the best financing offer in short time and with less effort to
get funding.

At the same time, the buyer will benefit from the delayed invoice
payment to optimize the use of their working capital.

2.2 Challenges

Since the investors do not have any direct knowledge of either the
seller or the buyer, they are exposed to a considerable amount of
risk. As an example, there is the risk of the invoice not being paid as
agreed by the buyer; another significant risk is the seller knowingly
submitting false, modified or duplicate invoices with the intent to
commit a fraud, either acting alone or in collusion with the buyer.
A solution might be to add risk insurance to refund the investor;
however, in the absence of significant countermeasures aiming

at reducing the fraud opportunity, the cost of such an insurance
will make the whole operation economically unfeasible. Hence, the
simple addition of an insurance is not considered a viable solution.

2.3 System design

The proposed platform mitigates these risks by adding transporter
entity and reputation profile. The former provides information
about shipping status while the latter shows the list of invoices
that has been paid or unpaid by the buyer on the due date without
showing the confidential data. This can help investors in the selec-
tion of trustworthy counterparts while pushing malicious buyers
off the system.

The platform allows the seller and their counterparts to register
by selecting the account type (e.g., seller account, investor account,
etc) and providing an identity certificate which is unique to make
sure that they can not create another account with a clean reputa-
tion profile in case of fraud. The services are provided according to
the type of the account and every time the contract data changes, a
notification is sent to the counterpart.

As shown in Figure 1, the seller writes the invoice data into IPFS
and creates a smart contract that specifies the minimum amount
required to participate in the auction and the hash to retrieve the
invoice from IPFS. Then, he deploys it into the Ethereum blockchain.
If the invoice is genuine, the buyer accepts the invoice and pays
the shipping amount. When he accepts the invoice the buyer states
that he verified all the information mentioned in the invoice and
he agreed to pay the shipping amount immediately and the entire
amount on the due date as specified in the invoice. Afterward, the
investors can participate in the auction and thus read the invoice
data and make an offer after checking the following conditions:

the invoice has been accepted by the buyer;

the "invoice ID" has not been submitted before;

the buyer confirmed the delivery in order;

the reputation profiles of both the seller and the buyer show
that they are trustworthy.

If the reputation profile shows that one of them is untrustworthy
or the invoice does not meet one of the above mentioned require-
ments, then it will not be funded by the investors. An investor
that decides to finance an invoice in spite of the above mentioned
problems is fully responsible of his decision and knows that, in
case of fraud, his request of refund will be rejected by the insur-
ance. Beside protection against double financing and submitting
false or modified invoice, our platform mitigates the risk of a buyer
that does not pay as agreed. In fact, in our platform the reputation
profile will show that a buyer is untrustworthy and investor may
freely take a fully informed decision if they want to run the risk.
Thus, our platform facilitates the invoice financing for SME and
reduces the risk of frauds.

2.4 The proposed invoice financing workflow

Figure 2 illustrates the message sequence diagram of selling the
invoice through an auction with two possible scenarios. In the
first scenario the buyer pays on due date of the invoice while in
the second the buyer refuses to pay. The interactions between the
different entities with the smart contract are as follows:
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Figure 1: Invoice financing solution based on blockchain and IPFS.

(1) The seller creates a smart contract and deploys it in the
Ethereum blockchain. The seller can choose to open the
auction to all the investors in the platform or only to some
predefined investors. In case of two authorized investors, the
main contents of the smart contract are: hash (Invoice ID),
shipping amount, the minimum bid requested, the highest
bid, offers, auction deadline, shipment status and IPFS hash
encrypted with public key of investor 1, 2 and the buyer.

(2) The buyer decrypts the IPFS hash using his private key and
verifies the invoice data. If the invoice is genuine the buyer
accepts the invoice and performs a safe payment of the ship-
ping price. The smart contract holds this amount of Ether
until the delivery.

(3) The transporter verifies if the invoice has been accepted by
the buyer then, updates the shipment status on the smart
contract to "in transit" upon receiving the goods.

(4) The buyer verifies if the shipment status on the smart con-
tract is "in transit" then, updates it to "delivered" once the
goods are received. The smart contract payout the trans-
porter for the shipment.

(5) The investors verify the participation conditions mentioned
above in order to decide whether to bid on this invoice or
not.

(6) In case all the conditions are met, the first investor places his
bid which should be higher than the minimum bid requested
by the seller.

(7) The second investor places his bid which should be higher
than the highest bid (i.e., bid 1). The highest bidder become
the owner of the invoice when the auction ended.

(8) The seller asks for an early payment when the auction ended.
The smart contract transfers the highest bid to the seller.
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Figure 2: Sequence diagram of the proposed invoice financing workflow.

(9) When the auction ends, the investor 1 asks to withdraw his "Refund request") to notify the insurance and BuyerRepu-
funds because he did not win the auction. The smart contract tation(BuyerAddress, "Unpaid invoice on due date") to
sends to the investor 1 his corresponding bid amount. create notification and save a log about the buyer reputation.

(10) In scenario A, the buyer pays the entire amount on due In this scenario, the buyer profile will show that this buyer
date of the invoice to investor 2 through the smart contract. is untrustworthy.
An event BuyerReputation(BuyerAddress,"invoice paid (12) The insurance verifies if the investor 2 did not ask refund
on due date") will be triggered to help in tracing the buyer before and he made the necessary verification before partici-
reputation and in notifying all parties. pating in the auction.

(11) In scenario B, the buyer did not pay on due date of the (13) The insurance refunds the investor 2 through the smart
invoice as agreed and thus investor 2 sends a refund request. contract.

Two events will be triggered RefundRequest(msg.sender,



It is important to mention that in step 8, the seller manually
invokes the smart contract when the auction ends to receive his
money because the contract cannot activate itself; however, au-
tomating the reimbursement for investors that did not win the
auction is possible by relying on step 9 on step 8. Nevertheless, we
added step 9 to let the investors withdraw their funds rather than
push funds to them automatically for the following security reasons:
i) Sending ether back to all the investors that did not win auction
could run out of gas. ii) Sending ether to unknown addresses could
lead to security vulnerabilities [5].

3 FRAUD SCENARIOS AND
COUNTERMEASURES

In this section, we present the possible fraud scenarios and we
explain how the proposed solution, without relying on trusted third
parties and just leveraging smart contracts and public blockchain
technology, reduces the possibility of frauds in invoice financing
between mutually untrusted entities.

All involved entities will be able to share and monitor the in-
formation related to invoice, auction, shipping and payment in a
transparent manner. In addition, these information are immutable
and cannot be changed. Therefore, the information that is used to
build reputation profile is reliable.

Scenario 1: The seller knowingly submits a false or modified invoice.
Our solution prevents this fraud because the invoice will not be
funded by the investor if it has not been already accepted by the
buyer. The buyer will be interested into accepting the invoice only
if it is genuine because his reputation is at stake and he could lose
the shipping amount.

Scenario 2: The buyer colludes with the seller, he accepts the false
invoice submitted by the seller to commit a fraud and split with the
seller the amount of Ether received from the investor. In this case,
the buyer will be identified as untrustworthy. Furthermore, this
is not enough to get funding, because the investor verifies also if
the transporter receives the goods before deciding to finance the
invoice.

Scenario 3: The seller submits a duplicate invoice in order to have
double financing. Our platform enables both the buyer and the
investor to verify that the invoice has not been submitted before
because of the unique "Invoice ID" and the transparency guaranteed
by the public blockchain.

Scenario 4: The buyer refuses to pay the investor in due time as
stated on the invoice because he did not receive the goods. Our plat-
form enables the investor to check if the goods has been delivered
with a confirmation from the buyer before participating in the auc-
tion. The transporter will be interested into having the delivery
confirmed by the buyer because his payment depends on the ship-
ment status. Otherwise, the transporter will not accept to deliver
the goods.

Scenario 5: The buyer receives the goods but refuse to pay on due
date of the invoice. In this case, the investor will be refunded by the
insurance and this buyer will be easily identified as malicious and
untrustworthy through his reputation profile.

4 RELATED WORK

Most researchers, when proposing blockchain based solutions for
invoice financing focus mostly on the issue of double financing.

Nijeholt et al. [9] proposed DecReg, a framework based on
blockchain technology to address the "double-financing" issue in
factoring. The framework has been implemented on a private block-
chain. The access to the blockchain is controlled by a central author-
ity (CA). Authors pointed out that the only feasible attack would
be a collusion between the seller and the CA, where the CA pre-
vents the financial institution from accessing the network which
makes it vulnerable to double-financing. Hence, the financial insti-
tution should halt invoice financing until it regains access to the
blockchain network.

Hofmann et al. [7] stated that the registration of invoice on the
blockchain provides the opportunity to prevent fraud and double-
financing issues in invoice discounting and factoring. Each invoice
distributed across the network is hashed, timestamped, and given
a unique identifier to prevent multiple financing on that partic-
ular invoice. However, authors did not provide implementation
details such as whether the invoice is registered in public or private
blockchain and how the different parties interact with each other.

Similarly, Nicoletti et al. [14] stated that blockchain can play
an important role in preventing fraud during procurement finance
solution implementation and notably reverse factoring. Blockchain
provides complete traceability and real-time visibility on invoices
status which prevent the fraudulent organizations from extracting
funds from multiple financial institutions by using the same invoice.

In [15], authors proposed a conceptual framework based on
blockchain technology for reverse factoring and dynamic discount-
ing. Efficiency, transparency, and autonomy were identified as
blockchain value drivers that will improve supply chain finance
solutions.

Bogucharskov et al. [3] presented possible interaction between
supplier, customer and factor in blockchain-based factoring applica-
tion. In their interaction model, the factor provides funding to the
supplier upon the confirmation of the customer that he received
the goods. However, authors did not take in consideration the fraud
risks if the supplier or costumer are untrustworthy or malicious.
In addition to that storing invoice in the public blockchain is very
expensive both from the storage and from the computational point
of view.

Kayal et al. [8] stated that blockchain technology can be a pow-
erful tool to tackle the financing problems of SMEs. In addition,
they conducted an exploratory research into the appetite of the
stakeholders involved in invoice factoring and inventory finance
for adopting the blockchain technology.

5 CONCLUSION

In this paper we have put forward an idea for the invoice factoring
and financing problem that is based on the IPFS, the Ethereum
blockchain, smart contracts and reputation profiles. Our proposal
is expected to provide a higher level of transparency than most
solutions previously proposed, as it uses a public blockchain instead
of a private one. Besides, the use of a proof-of-work based public
blockchain also guarantees a better resilience to tampering and
collusion. Finally, as we showed in this paper, our solution is capable



of preventing most practical cases of frauds and, by providing better
guarantees, it allows lowering the costs of insurance that is needed
to protect the involved parties from residual fraud cases.

As a future extension, it is worth pointing out that, in principle,
the adoption of a public blockchain based on proof-of-work may
lead to energy wasting, as each fraud attempt carried out by any
of the involved parties is expected to lead to some form of energy
loss. To this aim, we argue that the energy impact of the adoption
of a public blockchain in actual invoice financing scenarios should
be investigated in future works, as well as energy-wasting related
attack that malicious parties can willingly attempt. We plan to
model the energy consumption of a public by leveraging models
previously adopted in other contexts (like, e.g., [4, 10-12]).
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