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Abstract—In the today’s mobile communications scenario, smartphones offer new capabilities to develop sophisticated applications
that seem to make daily life easier and more convenient for users. Such applications, which may involve mobile ticketing, identification,
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access control operations, etc., are often accessible through social network aggregators, that assume a fundamental role in the
federated identity management space. While this makes modern smartphones very powerful devices, it also makes them very
attractive targets for spyware injection. This kind of malware is able to bypass classic authentication measures and steal user
credentials even when a secure element is used, and can, therefore, perform unauthorized mobile access to social network services
without the user’s consent. Such an event allows stealing sensitive information or even a full identity theft. In this work, we address this
issue by introducing BrightPass, a novel authentication mechanism based on screen brightness. BrightPass allows users to
authenticate safely with a PIN-based confirmation in the presence of specific operations on sensitive data. We compare BrightPass
with existing schemes, in order to show its usability and security within the social network arena. Furthermore, we empirically assess
the security of BrightPass through experimentation. Our tests indicate that BrightPass protects the PIN code against automatic
submissions carried out by malware while granting fast authentication phases and reduced error rates.

Index Terms—Smartphone, social networks, mobile-access, malware, authentication, usable security, brightness

1 INTRODUCTION

N the last years the attention of social network providers

has been more focused on attracting users and building
large warehouses of personal information than on securing
the access to the infrastructures they have realized, so that
state-of-the-art authentication mechanisms provided in most
of the common social network facilities are not sufficiently
robust. As a consequence, the active users of social networks
available on the Internet now amount to several billions peo-
ple and most of them make use of mobile devices, such as
smartphones or tablets, to access the provided services. In
addition, many of these users now consider social networks
as the preferred way for managing their personal data, and
they use their social network access credentials to simplify,
through the available social aggregators, the management of
their various profiles and accounts on many service portals.
According to these trends, social networks are moving
from monolithic proprietary applications to fundamental
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data aggregators as well as hubs in the federated identity
management space. Unfortunately, as the strategic impor-
tance of these platform grows, the interest of the hackers on
them increases as well, so that identity theft and authentica-
tion breaches, aiming at several hostile activities, become fun-
damental problems in the social networking arena, lying at
the basis of its most critical security challenges [1].

This is even more important in the mobile communica-
tions scenario, where today’s smartphones offer new capa-
bilities to develop sophisticated applications that seem to
make daily life easier and more convenient for users.

Many attacks are successful in accessing social network
accounts since the current password-based authentication
paradigms are not efficient and robust enough as well as
vulnerable to automated attacks.

A recent study from LinkedIn and Twitter hacks shows
that weak passwords and single factor authentication are still
the main security weaknesses facing most social networking
sites [2]. Accordingly, two-factor authentication seems to be
the simplest and most effective protection strategy currently
available. Many of the topmost social networking services
providers such as Google, Facebook, Yahoo, Twitter, Snap-
chat, and Dropbox already allow you to optionally require
second authentication (e.g., through an additional security
code). For example, from the Facebook security settings you
can require a security code for accessing your account from
unknown browsers, whereas Twitter, if specifically config-
ured, requests to its users, immediately after entering the
access password, a six-digit verification code, sent via short
text message (SMS) to their cell phone, anytime they try to log
in. Similar mechanisms are provided by Google and Dropbox.
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However, the traditional two-factor authentication mecha-
nisms are not applicable to online social networks because
physical token or biometric data cannot be easily (and hence
practically) used to log into users’ profiles. The simplest alter-
native is complementing the single factor (password-based)
authentication process with additional identification ele-
ments, such as one-time PIN codes, generated by the user’s
own device (e.g., the smartphone) or received via SMS. This
can be useful to further confirm the user’s identity when sign-
ing on from unusual locations or performing specific actions,
such as changing or accessing important configuration data
within the user’s profile. Alternatively, encryption techniques
can also be used to complement traditional authentication
mechanisms. Unfortunately, the mobile devices used for gain-
ing access are often vulnerable to several kind of malware that
can be able to retrieve data such as passwords and PIN codes
as they are inserted to perform authentication to the target
social network applications. Hence, the presence of such mal-
ware in mobile platforms can seriously impact the user’s pri-
vacy and security, reducing the user’s trust in performing
mobile access to its preferred social network services.

The importance of security in the authentication process
as well as the increase in threat level posed by such malware
have attracted many researchers to the field. Hence, numer-
ous authentication methods have been proposed in aca-
demic research to prevent malware from performing
automatic authentication attempts. Some proposals include
an additional secret value or a complex cognitive intelli-
gence test, e.g.,, CAPTCHA, or a social contact verification
[3], to the traditional authentication methods. These, in the
most cases, significantly slow the authentication process
and, thus, have a low level of acceptance among users.

In this paper we discuss a brightness based authentication
mechanism (i.e., BrightPass) capable of enhancing the secu-
rity of identity confirmation PIN codes without asking the
user to memorize an additional secret value or to solve a
complex cognitive task. This method introduces a new input
value that is changed at every usage combining a something
you know element (i.e., the PIN) with an interface element
that cannot be captured by spyware, i.e., a bright or dark cir-
cle displayed on the phone screen to tell the user when to digit
the correct PIN digit and when to digit a fake one.

Unlike the existing authentication schemes, BrightPass
does not prevent the spyware from stealing the user’s PIN
code. On the contrary, it prevents the malware from correctly
inserting the PIN code, thereby disallowing the possibility to
perform critical operations without the user’s agreement. Our
experiments show that BrightPass does not hamper usability
and provides adequate security for mobile and sensitive appli-
cations against different types of spyware that deal with user
authentication. Thereby, BrightPass can increase user confi-
dence in accessing social networks. Our scheme has a level of
resilience to attacks that makes it usable as a second level of
authentication to guard especially sensitive data and opera-
tion, but is also shows a level of usability that makes it usable
as a candidate to be the only authentication mechanism avail-
able. The paper is structured as follows: in Section 2 we present
the related work; in Section 3 we introduce the BrightPass
scheme; in Section 4 we perform a security analysis of our
scheme; in Section 5 we discuss the advantages and disadvan-
tages of our scheme in comparison to other schemes; in

Section 6 we describe our experimental usability evaluation
and, finally, in Section 7 we provide some concluding remarks.

2 RELATED WORK

Today’s smartphones are built on sophisticated mobile
operating systems that allow them to run applications with
rich functionalities. Most of them are equipped with new
communication interfaces that allows smartphones to carry
out security-critical operations like access to sensitive per-
sonal data in social network applications.

Most of the applications running on these devices still
use static alphanumeric passwords or PIN codes (semi-
permanent or one-time) as a mean of authentication in
accessing sensitive services/data or performing critical
transactions, even though these methods are vulnerable to
spyware attacks. Indeed, current mobile operating systems
(e.g., Android, IoS, etc.) provide proper environments that
allow developers to easily create applications and sell them
through online marketplaces (e.g., GooglePlay, App Store,
etc.). Users access marketplaces and choose the applications
to install on their smartphones. Unluckily, this ecosystem
also leads to the possibility for mobile malware to spread
across online marketplaces and reach smartphones by fool-
ing the user (e.g., a malware can pretend to be a fancy social
network application or a popular game).

For these reasons, users may end up installing such
applications without realizing that they may include spy-
ware able to track all the activities and authentication trans-
actions carried out in their devices. This can be done by
using side-channel attacks [4], [5] or by more sophisticated
forms of spyware that are able to record the entire authenti-
cation screen along with the user’s touch coordinates [6],
and then process the recorded data to steal the password
and perform unwanted operations on the social platform
without the user’s awareness.

It is obvious that a spyware steals the user’s credential to
replay the recorded data and, thus, to gain unwanted access
and/or perform specific actions without the user’s consent.
The methods to deal with such vulnerabilities can be classi-
fied into two categories. Approaches in the first category
rely on preventing the spyware from stealing the user’s cre-
dential, while approaches in the second category rely on
preventing the spyware from replaying the recorded data.

Yi et al. [7] proposed PassWindow, an authentication
method that use PIN digits and a pre-selected image called
Pass-icon as the password. The basic idea behind this system is
that the Pass-icon is displayed to the user with other randomly
selected decoy icons on a graphical grid called Pass-Window.
The user has to memorize the pass-location which is the loca-
tion of pass-icon within the pass-window. Afterward, the vir-
tual keypad in addition to the pass-window without its
images appears in the center of the screen. To authenticate,
the user has to move the pass-window on the virtual keypad
by tilting it (thus using accelerometers) in such a way that the
pass-location moves over the PIN. To enter each digit, the
user has to cover the rear camera lens with a finger to hide the
input. In this way, it prevents shoulder surfing attacks and
increases the security against side channel attacks and one
time recording attacks. However, this approach is vulnerable
to multiple recording attacks and its user study shows that
the authentication speed is very low.
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Fig. 1. PassWindow, FakePIN and Kim et al.’s scheme.

Kim et al. [8] proposed a dummy-key based password
authentication scheme, called FakePIN. In their scheme, the
password consists of an alphanumeric text and a password
direction as an additional secret value. During login, instead
of directly inserting the original password, the user has to
combine it with the password direction in order to fool the
observer by pressing a fake dummy key value. Since the
location of the keypad letters is changed randomly for each
authentication, an observer fails to authenticate with the
password acquired by shoulder-surfing or side channel
attacks. However, an attacker can discover the original pass-
word by intersections between two sets of information
acquired through recording attacks. Thus, the scheme is not
resilient against multiple recording attacks.

Recently, Kim et al. [6] designed a recall-based graphical
password for mobile devices, which is resilient to spyware
attacks. Their approach is based on three elements: arrows in
the same direction, the omission of authentication values and
the inclusion of random errors. The user has to memorize the
password’s locationin a 5 x 7 grid. During the login, the user
selects cells according to the arrows displayed in each
password’s cell whereas the starting cell position changes ran-
domly each time. This method ensures security against brute
force attacks, smudge attacks, side-channel attacks and spy-
ware-based recording attacks. However, while including
errors increases the security of this scheme, their user study
shows that it decreases its usability.
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A common way to increase the security against automated
attacks is to ask users to solve challenge-response tests such
as CAPTCHA before allowing them to enter their PIN/pass-
word. The most widely-deployed form of CAPTCHA is text
based, where distorted texts are shown as CAPTCHA
images. A well-known example, designed by Ahn et al is
ReCAPTCHA [9]. Their approach consists of using scanned
words from old books that Optical Character Recognition
(OCR) program failed to recognize. However, the hardest cat-
egory of this scheme has been recently broken by Goodfellow
et al. [10] using neural networks with an accuracy of 99.8 per-
cent. In addition to this security issue, a recent research [11]
pointed out that existing schemes of CAPTCHA, including
reCAPTCHA, are not suitable for mobile devices. This is due
to significant usability problems that frustrate users and lead
to errors. In [12], authors suggested alternative input mecha-
nisms aimed at improving the usability of ReCaptcha on
smartphones. However, their user study results show that the
participants prefer the existing ReCaptcha scheme, that uses
the virtual keyboard as primary input.

Chow et al. [13] introduced the idea of presenting several
textual CAPTCHAs into a grid of clickable CAPTCHAs.
Their system does not rely on keyboard input, which can be
particularly annoying on mobile devices. Instead, they ask
the user to select some elements in the grid that match the
challenge requirement. Despite showing some advantages,
this scheme has not been widely deployed.

Take the ball to the hole

Connect the diamond shapes

-

Time : 46s

Fig. 2. ReCAPTCHA, Clikable CAPTCHA, Asirra, Drawing CAPTCHA and accCAPTCHA.
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Pequegnot et al. [14] proposed an authentication mecha-
nism based on a graphical Turing test. To authenticate, the
user has to input the PIN code along with a secure code dis-
played in a CAPTCHA. This additional code is pseudo-ran-
domly generated for each image by a secure element. This
way, it prevents mobile malware from performing
unwanted transactions without the user’s agreement. How-
ever, this scheme is similar to existing commercial text-
based CAPTCHAs, which add noise and distortion to the
CAPTCHASs to make them harder to break. Nevertheless,
all of them have been defeated with high percentages of
accuracy through object-recognition techniques, see e.g.,
[10], [15], [16], [17], and [18]. In addition, using too much
noise and distortions makes them hardly understandable
by humans as well, especially on tiny screens.

An alternative to text-based CAPTCHA forms are image
based CAPTCHAs. A typical CAPTCHA of this kind is Asirra
[19], which displays 12 images of cats and dogs and asks users
to select all cat images among them. Their user study shows
that solving the Asirra challenge takes time under 30 seconds
for 96.6 percent of humans which is advantageous compared
with text-based CAPTCHAs. However, Golle [20] showed
that this scheme is vulnerable to machine learning attacks.
Shirali-Shahreza et al. [21] proposed CAPTCHA mechanism
for mobile devices, called Drawing CAPTCHA. In this
method, numerous dots are displayed on a screen with a
noisy background. To pass the CAPTCHA challenge, the user
has to connect specific dots to each other. It sounds straight-
forward, but it is not secure. In [22], an image processing tech-
nique was proposed to breaks the Drawing CAPTCHA with
an accuracy of 75 percent.

Another form of CAPTCHA that has been introduced in
recent years is game-based CAPTCHA. Liao et al. [23] pro-
posed accCAPTCHA, a new CAPTCHA scheme for mobile
device based on game logic and human recognition. In this
scheme, the user is asked to play a simple rolling ball game
or other well-known games (e.g., enigma, racing game, etc.).
However, the user study shows that most of the games take
a long time to pass the challenge (e.g., Stack game 47.3 sec,
Rolling ball game 25.2 sec and Racing game 55 sec).

Recently, Guerar et al. [24] proposed a Completely Auto-
matic Public Physical test to tell Computers and Humans
Apart (CAPPCHA). In their scheme, the user is asked to tilt
the device to a specific degree displayed on the screen and
hold it still in this position for one second to have access to
the PIN pad. Their security analysis shows that the pro-
posed scheme is resilient against brute force attacks, side
channel attacks and spyware-based recording attacks. How-
ever, this mechanism requires a secure element with an
embedded accelerometer sensor which is not yet commonly
available in the market.

Table 1 provides a recap of the basic methodologies as
well as of the motivations and main limitations associated to
the existing schemes. In the following we discuss BrightPass
as a way to overcome the limitations of the current proposals.

3 INTRODUCING THE BRIGHTPASS SCHEME

This section introduces the basics of BrightPass as well as
the technological background required for its implementa-
tion on Android-based smartphones.

3.1 Secure Element

Secure Elements (SEs) are a combination of hardware, soft-
ware, interfaces and protocols embedded in a mobile hand-
set [25] that provide a secure platform enabling isolated
execution for applications of different issuers and tamper-
proof data storage. This ensures a high level of security and
identity management to each application, network and user
[26]. Secure Elements come in a variety of form factors. The
most common are embedded Secure Elements (eSEs), Uni-
versal Integrated Circuit Cards (UICCs), and Secure Memory
Cards (Secure Micro SD) [27]. An embedded SE is a smart
card embedded into the device main board. An UICC is an
advanced SIM card. A Secure Micro SD holds an embedded
chip which can be used as a SE, along with a Flash memory.

Initially, secure elements were located only in the SIM,
primarily due to operator control requirements and because
the technology/process beyond them is almost identical.
Indeed, SIM security and SE security are almost exactly the
same. In more recent times, secure elements that are specific
for NFC started appearing as “embedded” entities in the
phone itself since the operators took too long to coordinate
their actions in supporting NFC. Thus, device manufac-
turers in partnership with OS companies, started putting
SEs in phones regardless of operator support. In parallel,
some chip manufacturers started working on a secure and
manageable memory space as part of the regular memory of
the phone, initially called TrustZone and then Trusted Exe-
cution Environment (TEE). The TEE is a secure area that
resides in the main processor of the phone and guarantees
that sensitive data is stored, processed and protected within
a totally trusted environment. Its ability to offer safe execu-
tion of authorized security software, known as trusted
applications, enables the TEE to enforce protection, confi-
dentiality, integrity and access rights on the data belonging
to those trusted applications [28]. The TEE provides a more
powerful processing speed capability and greater accessible
memory space than a SE. In addition, it supports more gran-
ular user interface capabilities and peripheral connections
than a traditional SE. However, the TEE can work together
with a SE for providing specific functionalities such as the
Trusted User Interface. In contrast, the SE supports physical
robustness and high tamper resistance against side channel
attacks; therefore, it is certifiable at the highest security lev-
els (EAL4+) [29].

Fortunately, BrightPass does not rely on the SE hardware
implementation. Additionally, it assumes that the mobile
phone contains a SE which provides security support. In this
paper, we implement the BrightPass application by using
the Mobile Security Card (MSC) SE 1.0 issued by G&D.

3.2 PIN-Based Mobile Authentication Mechanism
for Sensitive Operations

In order to highlight the weakness of PIN-based mecha-
nisms to provide adequate security in mobile authentica-
tion, we take the example of a user experience for accessing
a Twitter account that has been configured to require a sec-
ond factor verification by adding his phone number (ideally
associated to a device different to the one used for access-
ing) in its profile configuration. When logging into Twitter,
immediately after entering the access password, the user is
asked to enter a six-digit PIN verification code received via
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Schemes Approach Methodology

Motivation

Weakness/ drawback

1- The user memorizes the PIN digits
and the location of a Pass-icon in the
PassWindow 2- He moves the Pass-
Window on the virtual keypad to enter
the PIN.

1- The user chooses the alphanumeric
text and a password direction. 2- He
enters a fake dummy key values
obtained through the combination of the
alphanumeric text with the password
direction.

PassWindow [7]

FakePIN [8]

1- The user chooses and memorizes the
locations of a password ina 5 x 7 grid.
2- Then, he moves the finger from the
“Start” position according to the arrows
directions displayed in each password’s
cell

Kim et al. [6]

1- The user recognizes the challenge
which is a combination of an unknown
word with a control word whose content
is known. 2- The user input the two
words on the keyboard. If he correctly
recognizes the control word, it is
assumed that his judgment about the
other word is also valid.

ReCAPTCHA [9]

1- The user recognizes distorted texts
into a grid of clickable CAPTCHAs.
2- He clicks on the grid elements that
match the challenge requirement

Clickable CAPTCHA [13]

1- The user recognizes the cats among
12 images of cats and dogs. 2- Then he
selects cats” images only

Asirra [19]

1- The user recognizes specific dots dis-
played on a screen with a noisy back-
ground. 2- Then, he connects the specific
dots to each other

Drawing CAPTCHA [23]

1- The user plays a simple rolling ball
game or other well-known games (e.g.,

accCAPTCHA [22] enigma, racing game, etc.).
1- The user tilts the device to a specific
CAPPCHA [24] degree displayed on the screen.

- It prevents shoulder surfing
attacks and increases the security
against side channel attacks and
one-time recording attacks.

- It prevents shoulder-surfing and
side channel attacks

- It is resistant to multiple spy-
ware-based recording attacks

- It prevents automated programs
from abusing online services. - It
helps to digitize books that are
too illegible to be scanned by
computers

- It prevents automated pro-
grams. - The design text-based
CAPTCHA is suitable for mobile
devices.

- It improves the usability of text-
based CAPTCHA by using image
instead of text.

- It provides an alternative to text-
based CAPTCHA suitable for
mobile devices.

- It enhances the security without
annoying users

- It provides secure and usable
alternative to CAPTCHA in order
to improve the authentication on
mobile devices.

- It takes a long authentica-
tion time (i.e., 17.86 seconds)
- It is weak against multiple
spyware based recording
attacks

- Weak against multiple spy-
ware-based recording
attacks

- High error rates (i.e., 18%)

- It has been broken with an
accuracy of 99.8% - Not suit-
able for mobile devices

- It requires a long time to
solve the challenge (i.e., 18.2
seconds) and high error
rates (i.e., 10-20%)

- It is vulnerable to machine
learning attacks

- It has been broken with an
accuracy of 75%

- It takes a long authentica-
tion time (e.g., Stack game
47.3 sec, Rolling ball game
25.2 sec and Racing game
55 sec)

- It requires specific hard-
ware that is not yet com-
monly available in the
market

SMS on the specified phone to confirm its identity. Once
entered this security code, the user has full access to his
Twitter session. However, the spyware that has gained root
access to the mobile OS is able to steal the user’s PIN code
[5] as it is entered on the smartphone and thus, can trick the
current session and carry out a successive login without the
user’s agreement. In order to keep the advantages of PIN
authentication and increase its security against different
spyware attacks, BrightPass introduces screen brightness
and the lie overhead [30] concept to this common method.

3.3 Brightness as a Security Mechanism

During the design phase of BrightPass, we noticed that
screen capture and screen recording techniques do not take
the display brightness setting into account (i.e., a white pixel
will come out as white in the screen captures regardless of

the screen brightness level at which the screen was captured).
The simplest but most effective test consisted in taking two
screen captures when the brightness seekbar is displayed on
the phone screen to show in which brightness level the screen
capture has been token and then compare between them
visually. Fig. 3 shows that even though the screen captures
were taken at different values of brightness as the seekbar
indicates (i.e., the brightness level, highlighted by blue color
in the seekbar, is adjusted to a low value in Fig. 3a and to a
high value in Fig. 3b), they look exactly the same in the pic-
tures. In order to empirically demonstrate this, a comparative
study between these screen captures was conducted by using
the Mean Squared Error (MSE) algorithm [31]. The average
squared difference between the pictures is computed pixel-
by-pixel by adding up the squared differences of all the pix-
els and dividing it by the total pixel count. For screenshots
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Fig. 3. Screen captures of an Android desktop at different levels of
screen brightness, showing the seekbar adjusted respectively to a low
(a) and a high (b) brightness value.

A={a1...ay}and B = {by...by}, where M is the number
of pixels

M

MSE(A, B) = 1/M Y (a; — b;)*. (1)
=1

Results are shown in the Fig. 4. The area with black color
means that we get zero as result and thus there is no difference
between the screen captures in this area. The blue line means
that we get a different value and thus the only difference
between the screen captures is at the seekbar which is mainly
used to illustrate that the screen captures were taken at differ-
ent brightness values. This highlights the fact that the user
notices the screen brightness change, whereas the mobile mal-
ware is unable to detect it by using screen capture or screen
recording techniques. On the other hand, since the mobile
malware that has gained root access to the mobile OS is able
to access the system’s brightness value easily through the
Android API, we used the brightness of the BrightPass appli-
cation without changing the system’s brightness value. As the
BrightPass application is stored secretly in the secure element,
when the user interacts with the application to enter the PIN,
the Android OS (and hence the rootkit) cannot access the
screen [5], hence it cannot reveal the brightness of the Bright-
Pass activity. In addition, the Android platform does not
allow a service running in the background to access the win-
dow parameter (e.g., brightness value) of an activity. In order
to prove this, we tried to create a service that is able to get the
brightness value of the current activity (i.e., the BrightPass
activity), which is running in the foreground. This was not
possible due to the fact that the service does not have window,
thereby resulting in the possibility for the service to access the
current brightness level. This means that introducing bright-
ness in our security mechanism, as a communication channel
that is invisible to the mobile malware, provides adequate
security against such attacks.

3.4 The BrightPass Concept

Achieving higher levels of security for mobile social net-
work access on untrusted platforms requires to enhance

VOL. 15, NO. 4, JULY/AUGUST 2018

Fig. 4. The results of a comparison between the screenshots using the
MSE algorithm.

and secure the classic widespread PIN authentication
method. To this aim, we introduce the lie overhead concept.
The idea consists in inserting a combination of the PIN dig-
its and some misleading values, i.e., the lies. The order of
the PIN digits” positions is randomly generated by the SE
and then secretly shared with the user via an alternating
circle’s brightness displayed on the mobile device. If the
circle’s brightness value is high, the user must insert a cor-
rect PIN digit. Whenever it looks dark to the user, he is
required to enter a misleading lie digit. In this way, only the
legitimate user and the SE know the real PIN digits along
with its positions in the currently generated sequence.
Thereby, even if a mobile malware can steal the PIN by ana-
lyzing the differences between inputs recorded through
repeated side-channel attacks [32], [33], [34], it will not be
able to authenticate in the next operation. This is due to the
randomization of PIN digit positions in the sequence gener-
ated for each authentication, and to the use of different
screen brightness level each time. In our scheme brightness
is adopted as a secure channel to secretly tell the user when
to input a correct PIN digit and when to input a misleading
lie digit.

A use case example of our Brightpass mechanism is
described below. This sequence may be requested every
time a user is going to perform an action in a sensitive con-
text or once per session. The whole process is depicted in
Fig. 5 and works as follows:

e When the user initiates the needed operation, a
request is sent by the social network Service Provider
(SP) to the smartphone and through the OS to the SE
component possibly together with other information
(e.g., SP identifiers, date, etc.).

e Then, the SE generates a random sequence of lies
based on the lie overhead. An example sequence of
lies generated by the SE for a four-digit PIN is
1101001, where 1 means displaying a circle with a
high brightness value to tell the user to input the cor-
rect PIN digit and 0 means displaying a circle with a
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Fig. 5. The proposed authentication mechanism.

low brightness value to tell the user to input a mis-
leading lie digit.

e C(Circles are displayed sequentially on the phone’s
screen with their corresponding brightness.

e  Theuser follows the circle’s brightness to enter the PIN
code. According to this example, if we assume that the
real PIN is 3972, the user’s input should be 39R7TRR2
where R means a random number from 0 to 9.

e  When the user clicks the OK button to validate his
action, the input is sent to the SE for verification and
to make a decision on acceptance or rejection of the
requested action. The different steps of the authenti-
cation method are summarized in Fig. 6.

4 SECURITY ANALYSIS

In this section, the security of the BrightPass against Brute
Force attacks, Dictionary attacks, Side Channel attacks, Spy-
ware-based Recording attacks and smartphone theft is
analyzed.

4.1 Brute Force and Dictionary Attacks

A Brute Force Attack is a password cracking method that
uses an automated process to try all possible character com-
binations until the password is found. In contrast to this
type of attack, a dictionary attack creates a dictionary that
contains the most commonly used words as a password,
and then tests all these words until either no word is left in
the dictionary or until the password is found [35]. In the
proposed scheme, the randomization of PIN digit positions
in the sequence generated by the secure element for each
authentication session leads the user to input a new authen-
tication trial value each time. Similar to CAPTCHA test, this
prevents the automated process of iterating through the
entire password space and from testing all dictionary
words. Each time, only one combination or a single dictio-
nary word can be tested by this process to crack the current
password with a success probability of 1 in 10,000, which is
considerably low. BrightPass allows only three attempts
before the SE is locked. Therefore, if the input is wrong, a
new challenge must be regenerated by the SE and the num-
ber of remaining attempts is decremented.

4.2 Side Channel Attacks

Using a side-channel attack, spyware can steal the user’s key-
strokes even when the secure element ensures strong isolation

Action/Access Request

l

Generate Lie sequence
Display circles with corresponding
brightness

l

User inputs: Combination of PIN

and Lie digits w

Input Verification

Terminal

MNo Error l PIN Code Error
Transaction accepted Transaction Rejected

SE - Social Network Service SE - Social Network Service

Fig. 6. BrightPass authentication process.

to protect a sensitive input. This kind of attack uses the shared
resources between the mobile OS and the secure element,
such as the accelerometer [33], the camera and the micro-
phone [5], the Gyroscope [32], [34], etc.

The proposed scheme has two elements for protection
against side-channel attacks. The first element is the randomi-
zation of the PIN digit positions generated by the SE for each
authentication. The second one is the use of screen brightness
as a secure way to share these positions with the user. Since
this scheme is the first work that uses screen brightness for
mobile authentication, side-channel attacks through light sen-
sor were not proposed in the literature. Nonetheless, in order
to evaluate the security of our system, we classify these attacks
according to the two categories and we discuss their potential
impact on the security of BrightPass.

In the first category, we assume that the mobile malware
uses the light sensor which is available in most modern
smartphones as a side channel to acquire the PIN digit posi-
tions of the current authentication session. In this way, if
the malware has acquired the PIN digits, it can perform
unwanted actions without the user agreement. In order to
prove that BrightPass is resilient against this side channel
attack, we carried out a simple test in which we recorded
the brightness value (in Lux) captured by the light sensor
during the user authentication. To obtain accurate results
that are not affected by the ambient light, we executed the
test on a Galaxy-i9300 smartphone in a dark room. The
results obtained are all equal to zero either when the circle
brightness is adjusted to high or low, which confirms that
the light sensor captures only the ambient light rather than
the screen brightness. Therefore, the mobile malware is
unable to acquire the PIN digit positions and thus, it cannot
perform unwanted actions without the user’s consent.

In the second category, we assume that the mobile mal-
ware predicts the user input through different side-channel
attacks existing in the literature (e.g., [5], [32], [33], [34D.
Using the combination of PIN digits with misleading lie
ones increases the guessing entropy which mitigates side-
channel attacks without affecting the memorability (i.e., the
user has to memorize only a four-digit PIN). Furthermore,
although the malware can catch the user’s entire keystrokes
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Fig. 7. An illustration of a BrightPass authentication session.

through these kinds of attacks, it still cannot differentiate
between the PIN digits and the misleading lie ones. Instead,
it can succeed to infer PIN digits by analyzing the differen-
ces between the recorded input from several authentication
sessions. However, the knowledge of PIN digits without
their positions in the current authentication session is not
sufficient to authenticate successfully without the user’s
consent. Hence, this indicates that BrightPass may be resil-
ient against side-channel attacks.

4.3 Spyware Based Recording Attacks

Mobile malware has taken a severe form with the introduc-
tion of recording attacks. This type of attack is not limited to
leaking touch coordinates, but can also record the entire
authentication screen [6] which makes hard to efficiently
counter this attack. Let us assume that a smartphone is
infected by such spyware. Fig. 7 shows a BrightPass authen-
tication session, where the user inputs the PIN and lie digits
according to the circle’s brightness. A bright circle tells the
user to input a correct PIN digit (highlighted in green) while
a dim circle means to enter a misleading lie digit
(highlighted in red). Note that we used the gray color to
show the dim circles for presentation purposes, since the
screenshot cannot capture the device’s brightness as shown
in Fig. 3.

Fig. 8 shows the same authentication session screenshots
and input captured by a recording-based spyware, which is
unable to capture the circle brightness and, therefore the spy-
ware is unable to infer the lie sequence generated by the SE.
This means that it cannot reveal the correct digits among the
misleading lie ones though a one-time recording attack.
Although it can infer the PIN digits by performing intersec-
tion between user’s keystrokes recorded through multiple
recording attacks, it cannot authenticate without the knowl-
edge of the randomized positions in the next authentication
session. Thus, the knowledge of PIN digits is useless. Hence,

the proposed scheme provides adequate security against
one-time and multiple spyware-based recording attacks.

4.4 Theft of Smartphone

BrightPass is designed to protect PIN code from automatic
action/operation approval by malware. Since this is achieved
using the screen brightness as a communication channel that
is invisible to the mobile malware, it is obvious that humans
can solve this challenge easily. However, if an attacker steals
the user’s mobile device, he is still unable to authenticate
without the knowledge of the PIN code. In addition to that,
BrightPass allows only three attempts to enter the PIN digits
in the right position before the SE is locked. Thus, our security
mechanism is secure against smartphone’s theft unless the
PIN has been previously stolen through different channels
(e.g., side channel attacks) or the PIN is generated (one time
PIN) by the smartphone itself through a proper application.

5 COMPARISON WITH EXISTING APPROACHES

In Section 2 we introduced several mobile authentication
systems in which users have to remember different kinds of
passwords. Some of them can withstand sophisticated
forms of spyware that leak the entire authentication screen
as well as the touch coordinates, while others are robust
only against simple attacks that predict the user’s input
through side channels. However, few of them resist multi-
ple recording attacks. We compare our system with Kim
et al.’s (KHS for short) [6], Kim et al.”s (FakePIN) [8] and Yi
et al.’s (PassWindow) [7] in terms of i) amount of data that
the user is required to remember and i) security strength.
Detailed comparisons are listed in Tables 2 and 3.

Our system has the advantage of using common PIN-
entry. The user has only to remember a four-digit PIN.
From a security point of view, it is possible to observe that
our system provides adequate security against different

Fig. 8. Malware recorded screenshots during a BrightPass authentication session.
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TABLE 2 35
Comparison of Password Memorability of Related Systems %
Approach KHS  FakePIN  PassWindow  BrightPass -
Password number X Vv Na Na
Password icon X X Na X 20
Password location v X X X 15
Password direction X Vv X X
10 +
TABLE 3 5
Comparison of the Security Strength of Related Systems
0 4
Approach KHS FakePIN  PassWindow  BrightPass 4500 5000 5500 6000 6500 7000 7500 8000 8500
Resist side-channel v va va va Fig. 9. Distribution of authentication times (milliseconds).
attacks
Resist one-time Vv v va VA TABLE 5
recording attacks User Test Results for the Existing Schemes
Resist multiple v X X va
recording attacks Authentication method Authentication time [s] Error rate [%]
Kim et al.’s scheme [3] 11.47 18
TABLE 4 FakePIN [5] 14.13 4.70
CogTool Measurement Results PassWindow [4] 17.86 4
BrightPass 6.73 1.81

Authentication method Authentication time [s]

Kim et al.’s scheme [3] 10.72
FakePIN [5] 10.90
PassWindow [4] 18.12
BrightPass 8.2

spyware attacks without an additional secret that a user has
to remember. In the FakePIN scheme, the user has to memo-
rize a four-digits PIN in addition to four directions. In the
PassWindow scheme the user has to remember four-digit
PIN in addition to a preselected image called Pass-icon.
Despite the fact that FakePIN and PassWindow increase the
amount of data that has to be remembered by the user, it is
still insecure against an attack using multiple recordings.
Similar to our system, Kim et al.’s scheme [6] resists differ-
ent spyware attacks.

6 EXPERIMENTAL EVALUATION

In this section, we analyze and compare the usability of
BrightPass with some existing authentication schemes using
two different experiments. The first experiment is based on
a user interface evaluation tool while the second one is
based on an experiment based on actual users. The times
and error rates of the existing authentication schemes are
extracted from the original publications and may not have
been calculated in exactly the same way for each scheme.
They do, however, provide a basis for a general comparison.

6.1 GOMS Model Test

GOMS [36] is the most commonly used cognitive modeling
technique to evaluate usability. We used an evaluation tool,
called CogTool [37], [38], which is based on this model to
predict the authentication time of BrightPass. As shown in
Table 4, the test result estimated by CogTool 1.2.2 is 8.2 sec-
onds, which is the fastest result compared with existing
schemes. Although FakePIN and PassWindow are similar
to the proposed scheme since they are based on a four-digit

PIN, their test showed slow results. The reason is that they
require a more complicated password input process than
BrightPass.

6.2 User Test
Regarding the experiment with actual users, BrightPass has
been implemented using the following development tools:
Eclipse KEPLER SR2, Android SDK 4.04 and JAVA 1.7.0.
The test equipment consisted of a Galaxy-i9300 smartphone
(1.4 GHz Dual-Core CPU, 1 GB RAM) equipped with a Gie-
secke & Devrient Mobile Security Card (MSC) SE 1.0. This
MSC consists of a secure smart card that conforms to the
Common Criteria EAL 5+ security level on top of a standard
flash memory mass storage. It has 2 GBytes of memory, and
uses version 5.0 of the Sm@rtCafé Expert smart card operat-
ing system, which has a common criteria EAL 4+ and is cer-
tified by Germany’s Federal Office for Information Security
(BSD [39]. Moreover, it incorporates a crypto controller and
supports multiple applications as well as the complete Java
Card API and the Global Platform API. The communication
between the third-party application and the MSC SE 1.0 is
carried out via the Seek-for-Android APL

The study was conducted on 22 participants with an
average age of 23 years (range: 17-25). At the beginning,
detailed explanations were given to each participant
together with a random PIN. They were asked to train with
the prototype until they felt familiar with the system. Due
to the popularity of PIN, most participants did not have to
perform more than one test. Afterwards, each participant
repeated the authentication process five times. Thus, the
measured authentication time and error rates are based on
110 authentication sessions performed by 22 participants.
Authentication time was measured from the first key press
to releasing the OK button. The histogram in Fig. 9 shows
the distribution of authentication times. Table 5 shows the
average authentication time and error rate of BrightPass
along with three schemes from the first category mentioned
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TABLE 6
User Test Results of the Existing Schemes

Authentication Avg. challenge Error
method time [s] rate [%]
Assira [16] 15-20 -
Clickable captcha [10] 18.2 10-20
AccCaptcha [19] - Stack Game 47.3 33

- Rolling ball game 25.2 22

- Racing game 55 4

in the related work. Table 6 summarizes the average chal-
lenge time and the error rate of existing schemes.

By comparison it is possible to notice that BrightPass has
the fastest authentication time and the lower error rates
among all the evaluated schemes. The reason is that it
uses common four-digit PINs without adding additional
secrets value with complicated input processes nor it
requires users to solve complex cognitive tasks. The user
has only to check the circle brightness to enter the PIN along
with random lie digits. In this way, it improves the security
while remaining fast to use, similar to traditional PIN input.
One among the three necessary elements that has been used
in the Kim et al.’s [6] scheme to increase the security against
spyware-based recording attacks is the included errors.
However, their user study showed that this element leads
to an increased error rate. Thus, in their scheme, the user
has to choose between security and usability. Unlike Kim et
al’s scheme, FakePIN and PassWindow have significantly
lower error rates but they took longer to authenticate. Most
of the existing CAPTCHA schemes are known by their
usability problems that frustrate users and lead to errors,
which explain the high value of average challenge time and
error rate of the mentioned CAPTCHA scheme in the
Table 6.

7 CONCLUSION

Nowadays, mobile access to social networks has become
very popular in many sectors of our society, due to the huge
amount of personal data and useful information aggregated
and made available by applications such as Facebook, Twit-
ter, Google Plus, and so on, that can be seen as the on-line
interfaces of our own lives. However, since such data may
contain and/or expose very sensitive information that can
be prone to several kind of misuses (personal data leakage,
identity theft etc.), controlling the access to these facilities
through proper authentication procedures is now a funda-
mental challenge. However, the authentication phase is
often considered as the weakest element in mobile access
security due to the increase of malware threats that are able
to track and capture the secure codes entered by the users.
This work introduced a novel authentication method
(BrightPass) that prevents malware from being able to com-
promise mobile access to social network and subvert user-
authenticated operations. The proposed scheme uses screen
brightness as a secure communication channel to communi-
cate a random sequence generated by the secure element to
the user. This sequence is used to tell the user when to input
correct PIN digits and when to input misleading lie digits.
Thus, the user authenticates with a new trial for each

authentication. The security analysis shows that the proposed
scheme is resilient against brute force attacks, dictionary
attacks, side channel attacks and spyware based recording
attacks. From a usability point-of-view, the results of our
experiments suggest that the proposed scheme offers a short
authentication time and low error rates. Thus, it increases the
security while maintaining good usability properties in the
social scenario.

The comparison with existing schemes which are resil-
ient to multiple recording attacks shows that BrightPass has
similar security strength with considerably lower authenti-
cation time and error rates. Therefore, this technology may
introduce a positive impact in the social networking envi-
ronment by changing the associated business dynamics,
together with the way of accessing and publishing informa-
tion on social media, with the obvious consequences in the
political and professional sectors, that are extremely depen-
dent on such media. Finally, it should be considered that
the same mechanism can be used also to secure transactions
protected by PIN verification codes in electronic payment
applications involving contactless proximity payment sys-
tems [27], when NFC-enabled smartphones are used in con-
junction with NFC POS terminals. This can be, obviously,
the subject of a future work.
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