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Abstract—Nowadays, data security is one of the most – if
not the most important aspects in mobile applications, web
and information systems in general. On one hand, this is a
result of the vital role of mobile and web applications in our
daily life. On the other hand, though, the huge, yet accelerating
evolution of computers and software has led to more and more
sophisticated forms of threats and attacks which jeopardize
user’s credentials and privacy. Today’s computers are capable
of automatically performing authentication attempts replaying
recorded data. This fact has brought the challenge of access
control to a whole new level, and has urged the researchers
to develop new mechanisms in order to prevent software from
performing automatic authentication attempts. In this research
perspective, the Completely Automatic Public Turing test to tell
Computers and Humans Apart (CAPTCHA) has been proposed
and widely adopted. However, this mechanism consists of a
cognitive intelligence test to reinforce traditional authentication
against computerized attempts, thus it puts additional strain on
the legitimate user too and, quite often, significantly slows the
authentication process. In this paper, we introduce a Completely
Automatic Public Physical test to tell Computers and Humans
Apart (CAPPCHA) as a way to enhance PIN authentication
scheme for mobile devices. This test does not introduce any
additional cognitive strain on the user as it leverages only his
physical nature. We prove that the scheme is even more secure
than CAPTCHA and our experiments show that it is fast and
easy for users.

I. I NTRODUCTION
The growing dependence of daily activities from information systems of different kinds is making security and data
protection a paramount problem, and one of the key aspects
of security is authentication and access control. Historically,
authentication has been studied as a way to identify with a very
high level of certainty a single user among a set of potential
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users (authentication) and thus guarantee that only a selected
set of users could access a given resources (access control).
These mechanisms have been part of security long before the
advent of “computer” security.
A classic taxonomy of the authentication mechanisms distinguishes between those based on something you know (e.g.
a password), something you own (e.g. a token) and something
you are (e.g. a biometric parameter). Among these, the most
widely and commonly used mechanism is based on something
you know. In fact, most authentication controls are still based
on an secret information such as a password, a PIN, or a
sequence of gestures.
The increasing availability of computers, however, has
radically changed the landscape; in fact, the capability of
computers to perform access tries automatically has forced
the security mechanisms to introduce additional constraints
on secrets to make them harder to crack in an automated,
trial and error way. These constraints (e.g. longer passwords
that include non-alphabetic symbols, changing the password
often, etc.) make more difficult for humans to remember, force
them to stop relying exclusively on their own memory, and,
thus, very often completely foil the whole concept behind the
something you know categorization. In fact, as users write
complex passwords in any kind of stable storage, they turn the
authentication into an awkward, indirect sort of the something
you own mechanism.
In order to overcome this problem, some authors have
introduced a new dimension to the traditional authentication
taxonomy and have adopted Completely Automatic Public
Turing test to tell Computers and Humans Apart (CAPTCHA)
as an additional security mechanism. We argue that all the
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mechanisms classified by the traditional authentication taxonomy have been originally devised to perform a human vs.
human selection and, because of the advent of automated
attempts to overcome them, they have simply grown in complexity often disregarding the actual nature of the threat. At
the same time, the root of the CAPTCHA concept, that is,
the Turing test, targets the difference in cognitive capabilities
between humans and computers; thus, even if the CAPTCHA
concept introduces a new class of authentication methods
that is orthogonal to all the ones previously defined (i.e.,
authentication methods capable of performing a human vs.
automated system separation) the discerning factor adopted
makes CAPTCHAs very often inconvenient and hard to solve
even for human subjects.
In this paper we propose to adopt as the discerning factor
telling computers and humans apart not intelligence or cognitive capabilities in general but their physical nature.
In the past, computers did not lend themselves to the evaluation of physical quantities; however, the current generation of
mobile devices is endowed with a number of sensors capable
of capturing several different kinds of physical interaction.
For this reason, we argue that it is possible to leverage these
sensors to simply tell human and computers apart on the basis
of their capability (or inability) to interact physically with the
device.
In the past, several papers presented different security mechanisms involving the exploitation of smartphones and tablets
sensors to involve the human user in an activity that could tell
him apart from a computerized program. However, in all the
past cases, the activity involved some sort of cognitive action
that made it an implementation of the Turing test. We claim
that, in order to tell humans and computers apart, it is possible
to leverage the mere physical nature of human subjects without
requiring them to tackle a complex cognitive task. Such a test
could be defined as a Completely Automatic Public Physical
test to tell Computers and Humans Apart (CAPPCHA) and is
expected to enhance the ease of use of this new generation
of authentication methods while guaranteeing resilience to
automated attacks.
To prove the efficacy and ease of use of this kind of techniques we have devised a practical implementation of a sensor
based CAPPCHA and we have combined it with a simple
PIN based authentication. In our experiments this combination
provides a very high level of simplicity, resilience to automated
attack and does not introduce a cognitive overload on the users.
The paper is structured as follows: in Section 2 we provide
an overview of related work; in Section 3 we describe the
CAPPCHA scheme we propose; in Section 4 we provide
a security analysis of the proposed scheme against some
well-known types of attack; in Section 5 we describe our
preliminary experimental results and, finally, in Section 6 we
draw our conclusions.
II. R ELATED WORK
Most current commercial applications still use static alphanumeric passwords or PIN codes as a mean of authen-

Fig. 1: Screenshot of FakePIN scheme.

tication in sensitive transactions, even though these methods
are known by their vulnerability to spyware attacks. Current
approaches to enhance the security of these widely adopted
methods can be categorized into two categories. Approaches
in the first category rely on adding additional secret value
to the PIN/password. Approaches in the second category ask
users to solve challenge-response test such as CAPTCHA to
allow them to enter their PIN/password.
Recently, Kim et al. [1] proposed a password authentication
scheme, called FakePIN (Fig. 1). In their scheme, the user has
to memorize an alphanumeric text and password direction as
an additional secret value. To authenticate, the user is asked
to input a fake dummy key value which results from the
combination of original password with password direction.
Whereas, the location of the keypad letters is changed randomly for each authentication in order to prevent attacker
from replaying the user input acquired by shoulder-surfing
or side channel attacks. However, an attacker can discover
the original password by intersections between two sets of
information acquired through recording attacks. Thus, this
scheme is not resilient against multiple recording attacks.
Similar to FakePIN, Yi et al. [2] add an additional secret value,
called pass-icon (Fig. 2), to allow the user to enter their PIN
in a secure way. The user has to memorize the location of
pass-icon within a window. The authentication is performed
by moving the window on the virtual keypad using multimodal
sensors in such way that the location of pass-icon moves over
the PIN. While, this mechanism enhances the security of PIN
codes against spyware attacks, their user study showed that
the authentication speed is very low (i.e 17,86 sec).
The most widely-deployed form of CAPTCHA is textbased, where distorted texts are shown as CAPTCHA images. A well-known example, designed by Ahn et al is
ReCAPTCHA [3] (Fig. 3). Their approach consists of using scanned words from old books that Optical Character
Recognition (OCR) program failed to recognize. Whereas, the
challenge is a combination of an unknown word with a control
word whose content is known. If the user correctly recognizes
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Fig. 2: Screenshot of PassWindows scheme.

Fig. 4: Example of a clickable CAPTCHA. The user’s task is
to identify the three valid English words (in this example:
monday, grapes and names).

Fig. 3: Screenshot of ReCAPTCHA Test

the control word, it is assumed that his judgment about the
other word is also valid. However, the hardest category of this
scheme has been recently broken by Goodfellow et al. [4]
using neural networks with an accuracy of 99.8%. In addition
to the security issue, a recent research [5] pointed out that existing schemes of CAPTCHA, including reCAPTCHA, are not
suitable for mobile devices. This is due to significant usability
problems that frustrate users and lead to errors. In [28], authors
suggested alternative input mechanisms aimed at improving
the usability of ReCaptcha on smartphone. However, their
usability comparison results show that the participants prefer
the existing ReCaptcha scheme, that uses the virtual keyboard
as primary input.
Chow et al [6] introduce the idea of clickable CAPTCHAs
(Fig. 4) in order to make the CAPTCHAs suitable for mobile
devices. Their approach consists of combining multiple textual
CAPTCHAs into a grid of clickable CAPTCHAs (e.g. a 3-by-4
grid).The user has to click on the grid elements that match the
challenge requirement. For example, the challenge can be the
identification of English words among non-English words in
the grid. Thus, it requires the selection of some elements in the

grid, instead of traditional textual CAPTCHAs that requires the
entry of string of characters using the mobile keyboard which
is challenging. Despite showing some advantages, this scheme
has not been widely deployed.
Pequegnot et al. [7] suggested an authentication mechanism
based on graphical Turing test to increase confidence in mobile
transactions. Their mechanism consists of typing in a secure
code of three-digit displayed in a CAPTCHA, in addition to
the four-PIN digits. The secure code is randomly generated by
the secure element for each authentication session. In this way,
the system prevents mobile transactions submission by malwares. However, this scheme is similar to existing commercial
text-based CAPTCHAs, which add noise and distortion to the
CAPTCHAs to make them harder to break. Nevertheless, all
of them have been defeated with high percentages of accuracy
through object-recognition techniques, e.g., [4], [8], [9], [10]
and [11]. In addition, using too much noise and distortions
makes them harder for humans to decipher as well, especially
on tiny screens.
An alternative to text-based CAPTCHA forms are imagebased CAPTCHA. A typical CAPTCHA of this kind is Asirra
[12] (Fig. 5), which display 12 images of cats and dogs
and asks users to select all cat images among them. Their
user study shows that solving the Asirra challenge takes time
under 30 seconds for 96.6% of humans which is advantageous
compared with text-based CAPTCHAs. However, Golle [13]
showed that this scheme is vulnerable to machine learning
attacks. Shirali-Shahreza et al. [14] proposed CAPTCHA
mechanism for mobile devices, called Drawing CAPTCHA
(Fig. 6). In this method, numerous dots are displayed on
a screen with noisy background. To pass the CAPTCHA
challenge, the user has to connect specific dots to each other. It
sounds straightforward, but it is not secure. In [15], an imageprocessing technique was proposed by Lin et al to breaks the
Drawing CAPTCHA with an accuracy of 75%.
Another form of CAPTCHA that has been introduced in
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Fig. 5: Screenshot of Asirra challenge.

Fig. 7: Screenshot of accCAPTCHA
III. P ROPOSED SCHEME
A. Context

Fig. 6: Screenshot of drawing CAPTCHA.

recent years is game-based CAPTCHA. Liao et al [16] proposed accCAPTCHA (Fig. 7), a new CAPTCHA scheme for
mobile device based on game logic and human recognition.
In this scheme, the user is asked to play a simple rolling ball
game or other well-known games (e.g., enigma, racing game,
etc). In this scheme, the motion operations are performed
through moving the device in the case of accelerometerenabled device or by touching the screen in the other case.
Authors claimed that is difficult for computer to understand
the meaning of these games and thus, to provide the correct
response. However, their user study shows that the most games
take a long time to pass the challenge (e.g Stack game 47.3
sec, Rolling ball game 25.2 sec and Racing game 55 sec).
In this paper, we propose a sensor based CAPPCHA to
enhance the security of PIN code without asking user to memorize an additional secret value or solving complex cognitive
task that, in the most cases, are not suitable for mobile device
and take long time which add annoyance to users.

Today’s smartphone platforms give the user the ability
to customize their device through the million applications
available on the market or traditional websites. However, these
possibilities come with potential risks of installing malicious
apps that may steal sensitive user data or gain root access to
their device (e.g [29]) . In order to increase the security of
PIN codes which are used to access sensitive mobile services
against software attacks, generated in a Rich OS environment
such as Android, there are industry-led initiatives to use a
Trusted Execution Environment (TEE) or a Secure Element
(SE). Secure Element (SE) is a combination of hardware,
software, interfaces and protocols embedded in a mobile
handset [17]. This component provides a secure platform
which enables an isolated execution to applications of different
issuers and tamper proof data storage. This ensures a high
level of security and identity management to each application,
network and user [18].
Trusted Execution Environment is a secure processing environment which is isolated from the Rich Execution Environment (REE) where the device operating system and applications run. This execution environment ensures that sensitive
applications (e.g. payment, banking, corporate emails, etc.)
are stored, processed and protected in a trusted environment
which enforces the protection, confidentiality, integrity and
data access rights [19]. An example of commercial deployment
of TEE on mobile devices is based on ARM TrustZone
technology. This technology has gained wide acceptance and
development in recent times, we can find it shipped in many
phones on the market today (e.g., Samsung Galaxy S3/S4).
B. Assumptions and threat model
Phone architecture: In this paper, we assume a TEEenabled smartphone such as samsung Galaxy S3/S4. Otherwise, we assume that the smartphone uses a secure element
with an embedded accelerometer sensor. Secure elements with
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prevent the malware from simulating the current motion value,
measured by the phone’s accelerometer, in the next transaction.
In the case of smartphones that use a secure element with
embedded accelerometer sensor, there is no need to generate
random challenge degree for each authentication session because the sensitive application gets the motion value of device
from trusted hardware (i.e. accelerometer) that can’t be fooled
by a rootkit infecting the device. Thus, in this case a user
would have the possibility to choose the degree of challenge
that he finds himself more comfortable to turn the device to
it. It is important to notice that, even if a malware could
grasp the tilt value by using the non-protected accelerometer
in the device, it cannot fool the accelerometer inside the secure
element.
Fig. 8: Screenshot of CAPPCHA Test

IV. S ECURITY ANALYSIS
A. Brute Force attack

embedded sensor such as sweep sensor are already commercially available thanks to the collaboration between Fingerprint Cards (FPC) and Infineon Companies [20]. Furthermore,
Michel Willemin [21] recently showed the prototype of a smart
card (i.e. SIM card or memory card) equipped with motion
sensor that acts as an accelerometer.
Infection: To prove the resilience of our scheme, we assume
that the user has naively installed a malicious application from
app stores or other website that has exploited a vulnerability
in Android OS and has gained root access on the device. As
stated above, we also assume that the sensitive application
is running in one of the over mentioned components and
is protected with the common PIN code. Despite the strong
isolation provided by these components to protect sensitive
application, the malicious code running in Android OS can
steal the user’s PIN code and replay this PIN in the next authentication session to perform unwanted transaction without
the user’s awareness [7]. In order to solve this problem, we
propose an authentication mechanism for both TEE-enabled
smartphones and the other devices without TEE.
C. CAPPCHA test concept
Despite the variety of user authentication methods proposed
in academic research, most of the current commercial applications still use PIN codes though they are known to be
insecure. This is due to their simplicity, ease of remember and
input. In order to enhance the security of this common method
against mobile malware, we add a simple CAPPCHA test to
the PIN entry without affecting its usability. In our proposed
scheme, instead of existing schemes that ask users to solve
complex cognitive task or memorizing additional secret value
with complicated input processes, users have only to tilt the
device to a specific degree displayed in the screen and hold
it still in this position for one second to have access to the
PIN pad ( see the Fig. 8). The basic idea behind this is to
use something the user can do it easily while the spyware
cannot. The challenge degree is generated randomly by the
ARM TrustZone for each authentication session in order to

One of the main security issues of PIN authentication is
the brute force attack where attackers try all possible character combinations until the password is found. The proposed
scheme involves presenting a problem challenge that humans
can solve easily but would be very difficult or impossible
for an automated computer. In the first case using ARM
TrustZone, the randomization of the challenge degree for
each authentication session prevents the automated process of
iterating through the entire circle space. Whereas, the second
case using the secure element with embedded sensor, the
automated process is unable to perform a brute force attack.
This is due to the fact that malicious codes can’t simulate the
motion values stored securely in the secure element and are
unable to move the device for solving the challenge. Thus, the
proposed scheme is resilient against brute force attack.
B. Side channel attack
Recently, a new attack trend targeted at stealing user’s
keystrokes even when strong isolation protects sensitive input
has emerged. This kind of attack leverages resources that are
shared between the mobile OS and the trusted OS, such as the
accelerometer [22], the camera and the microphone [23], the
Gyroscope [24], [25], etc.
The proposed scheme, running in the TEE-enabled device,
prevents side channel attacks through the randomization of the
challenge degree for each authentication session. In this way,
the current motion value of device, measured by accelerometer,
can’t be used in the next transaction. Thus, stealing the
response to the current challenge (the equivalent of the PIN
code) is useless because the malicious code is unable to solve
the challenge. In the other case, when the proposed security
mechanism is running in the secure element with embedded
accelerometer, it provides protection against side channel
attack even without randomizing the challenge degree. This
is because the proposed scheme measures the motion value
from trusted hardware and this value cannot be changed by
the malicious code even if it has the root access to the device:
instead, it can be changed only when the user physically moves
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the device. Hence, the proposed scheme ensures the security
against side channel attacks in the both cases.

TABLE I: User test results for the different systems. Related
work results taken from the original papers.

C. Recording attack

Authentication method

The problem of mobile malware has been greatly aggravated
with the introduction of recording attacks. In addition to
inferring the user’s touch coordinates, current recording attacks
are able to record the entire authentication screen [26] which
makes defense against this attack very difficult. However, in
the TEE-enabled device, when users interact with the Trusted
OS, the Android OS cannot access the screen [23] providing
a secure input path to the user. Hence, the malicious code
cannot take screenshot when the proposed scheme is running
in a TEE such as ARM TrustZone in order to reveal the
challenge degree. Therefore, our system is resilient against
recording attack. When using the secure element instead of
TEE, the malwares that have root access to the device can
take a screenshot and reveal the challenge degree since the
secure element does not provide a secure access to the screen.
However, this would be useless because the malware cannot
fool the accelerometer inside the secure element into believing
that the phone has been tilted to the correct angle: only the real
user may apply physical movement thus efficiently separating
computer programs from humans.

FakePIN [1]

14.13

4.70

PassWindow [2]
Proposed scheme

17.86
4.12

4
0

D. Theft of smartphone
Similarly to existing CAPTCHA schemes, a CAPPCHA test
is devised to separate humans from machines. Thereby, it is
obvious that humans are able to perform such test. Thus,
if an attacker steals the mobile device, he will be able to
bypass the first step (i.e. the CAPPCHA test) of the proposed
authentication mechanism easily; however, the attacker still
has to overcome the second authentication step. Yet, even in
the presence of a human thief and a physical acquisition of
the device, an authentication mechanism that requires human
intervention at each try slows down significantly the rate of
the attack.
V. E XPERIMENTAL RESULTS
Designing a new authentication mechanism requires to
take in consideration both computer security and humanfriendliness. Therefore, in this section, we evaluate the usability of the proposed scheme and we compare it to some
existing authentication schemes. The times and error rates of
the existing authentication schemes are extracted from the
original publications and may not have been calculated in
exactly the same way for each scheme. They do, however,
provide a basis for a general comparison.
To test our security mechanism, we need a TEE-enabled
smartphone or secure element with embedded accelerometer.
Unfortunately, Samsung Galaxy S3 features a TrustZone-based
TEE called MobiCore developed by G&D [27], but it is not
allowed at the moment to develop on it without certification
from G&D. On the other hand, a secure element with embedded accelerometer is not available yet in the market. Hence,
we used Samsung Galaxy S3 (1.4 GHz Dual-Core CPU, 1 GB

Authentication time [s]

Error rate [%]

RAM) equipped with a Giesecke&Devrient Mobile Security
Card (MSC) SE 1.0 to test our mechanism. Furthermore, the
communication between the third-party application and the
MSC SE 1.0 is performed via the Seek-for-android API. The
following development tools have been used for implementation: Eclipse KEPLER SR2, android SDK 4.04 and JAVA
1.7.0. When implementing the CAPPCHA test, it is important
to take into consideration that humans cannot hold their
hands perfectly still; this is why we used a small green line
(representing an angle range) (see Fig 8) as a challenge. We
recruited 10 volunteers to participate in the study. The average
age was 24 years, ranged from 22 to 32 years. Before starting
the test, the proposed mechanism was explained in detail and a
random PIN was assigned to each participant. They were asked
to test the application until they felt familiar with the system.
Afterwards, participants were required to enter a PIN for five
times. Thus, the results are based on 50 authentication sessions
performed by 10 participants. Authentication time (i.e. time of
CAPPCHA test plus time of PIN-entry) was measured from
starting the application to releasing the last PIN digit.
Table I shows the average authentication time and error
rate of our scheme along with two schemes from the first
category mentioned in the related work. Table II summarizes
the average challenge time and the error rate of some related
works from the second category.
Despite the fact that the challenge timings showed in the
second table represent only part of authentication time, we see
that our proposed scheme has by far the fastest authentication
time and lower error rates among all the evaluated schemes.
We argue that the main reason of this is the fact that,
once automated attacks have been made impossible with the
CAPPCHA part (where the user only has to move the device to
a specific degree),our scheme adopts a familiar four-digit PIN
without adding additional secrets value with complicated input
processes or asking users to solve complex cognitive tasks. In
this way, our scheme improves the global level of security
and remains fast and easy to use. Furthermore, it is important
to notice that the CAPPCHA mechanism we implemented
does not allow errors, it may only delay the completion of
the first part of the authentication. Thus, the error rate in our
experiments is actually the error rate of the PIN entry.
VI. C ONCLUSION
In this paper, we proposed a new authentication mechanism
that increases the security of common PIN codes against
different malware attacks and remains easy and fast to use.
The proposed scheme uses a CAPPCHA test which asks users
to move their devices to a specific degree to prove that they
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TABLE II: User test results taken from the original papers.
Authentication method

Avg. challenge time [s]

Error rate [%]

Clickable captcha [6]

- Subjects familiar with English
- Subjects not familiar with English

11.1
18.2

0
10 – 20

AccCaptcha[16]

- Stack Game
- Rolling ball game
- Racing game

47.3
25.2
55

33
22
4

are humans before giving them access to the screen where
they can enter their PINs.
The security analysis showed that the proposed scheme is
resilient against brute force attacks, side channel attacks and
spyware-based recording attacks. From a usability point-ofview, the results of our experiments show that the proposed
scheme offers a short authentication time and a zero error
rate (albeit the testbed must be extended once the prototype
implementation will be stabilized).
The comparison with existing schemes which are resilient to
automated attacks shows that our scheme provides the same
security strength with considerably low authentication time
and error rates. Thus, it has the potential to replace current
authentication systems.
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